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Srstens

Where to encrypt? ==
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network/transport layer
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Figure 7.4 Encryption Coverage Implications of Store-and-Forward Communications
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Internet protocol (IP)
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IP header

0 1 2 3
01234567890123456789012345 678901

B o o B
|Version| IHL [Type of Service| Total Le ngth |
B e o S B bbbt
| Identification |Flags|  Fragme nt Offset |
B s S I I S L bbbttt
| Time to Live | Protocol | Header Ch ecksum |
B T s T T L S B I
| Source Address |
Hetet oottt o

| Destination Address

| OPTIONAL Options |
B e T B e e g

IPv4 Header Format

Protocols: 1 ICMP 6TCP 17 UDP 50 ESP 51 AH
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IP security option
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00000010]00000100]000000SS | TCC |
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I
P
Type=2 Lengtl

Security: 2 bits

Specifies one of 4 levels of security
11-top secret

10-secret

01-confidential

00-unclassified

Transmission Control Code: 8 bits

% @
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01234567890123456769012345678901

TCP keyed-MD5 option e ———
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IPsec — new IP security headers

L | %% 63 =7

IETF IPsec RFC’s

. RFC2406 ESP
. RFC2402 AH
- RFC2104 HMAC
. 6 7
RFC2412 Oakley
- RFC2408 ISAKMP
) RFC2409 IKE

RFC3715 IPsec and NAT
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IPsec
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IPsec services

Table 16.1 IPSec Services

o * AH ESP (encryption.  ESP (encryption plus
B agitee s

., Accesscontol 2 v\ v
.8 Connectionless integrity v / \ v
. T v ] [ v
. Rent g v ‘ v \ v
., 6 7 Conficentiality T v | v
T I 7
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IPsec protocol
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SA

J* Security association data for IP Security */
struct key_secassoc {

u_int8 len; J* Length of the data
u_int8 type; I* Type of associatio
u_int8 state; I* State of the assoc
u_int8 label; I* Sensitivity label
u_int32 spi; 1 SPI*

u_int8 keylen; I* Key length */
u_int8 ivlen; F* Initialization vec

u_int8 algorithm; I* Algorithm switch i
u_int8 lifetype; * Type of lifetime *
caddr_t iv; [* Initialization vect
caddr_t key; 1 Key */

u_int32 lifetimel; I* Lifetime value 1 *
u_int32 lifetime2; J* Lifetime value 2 *
SOCKADDR *src; I* Source host addres
SOCKADDR *dst; /* Destination host a
SOCKADDR *from; I* Originator of asso

u_int32 tp_len; J* Transform private
void *tp_data; /* Transform private
b
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(for radix) */
n*

iation */
(unused) */

tor length */
ndex */
!

or*/

!

!

s

ddress */
ciation */
data: length */
data: data */

Security Association (SA)
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authentication
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AH header

+
|1Pv6 Header| Hop-by-Hop/Routing| Auth Header| Oth
+

+ -

|1Pv4 Header | Auth Header | Upper Protocol (e.g.

+ -

0 2
01234567890123456789012345
S U U
| Next Header | Payload Len | RESERVED
B S S SO
| Security Parameters Index (SP1)

- -
ers| Upper Protocol|

JR—
TCP, UDP)|
e

3
678901
A

Next header: e.g. TCP

| Sequence Number Field

SPI — index into SA table

|
+ Authentication Data (variable)
|
+

S
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| Sequence # -- prevent replay

bbbttt Authentication -- HMAC

Transport and tunnel modes

Tunnel mode has additional header that
can specify different target (e.g. firewall or VPN)
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IPsec encryption
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ESP header

< Unencrypted Sl Encnfpted - |

4o - —+
| 1P Header | Other IP Headers | ESP Header | e nerypted data |

[ 2 3
01234567890123456789012345 678901
S U S PSP
| Security Parameters Index (SPI) | *Auth.

N S

—+-tt-+-t+-+ |Coverage
| Sequence Number |

| Payload Data* (variable) TR

- =11

| 1 1Con.
+ - —+ototot—t-+-+ |Coverage
| | Padding (0-255 bytes) 11
S bbbttt E——
| | Pad Length |N ext Header || |
P -
| Authentication Data (variable) 1

|

T . [
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ESP transport and tunnel modes
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IPsec processing
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Tunnel options
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67+

67 1%!
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IPsec implementations

. 9
. ) %!
o 1*4
. 9
- 26 7 8
. 67 -
11 *%%3 6
socket()

setsockopt(fd, SOL_SOCKET, SO_SECURITY_AUTHENTICATI ON, &auth,
len = sizeof(int))

setsockopt(fd, SOL_SOCKET, SO_SECURITY_ENCRYPTION_T  RANSPORT,
&esptrans, len = sizeof(int))

setsockopt(fd, SOL_SOCKET, SO_SECURITY_ENCRYPTION_N ETWORK,
&esptrans, len = sizeof(int))
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IPsec key management
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Aggressive Oakley key exchange

4 &i( %/ I A4
oo &k 3
( B & I

CNS Lecture 13 - 27

ISAKMP formats
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ISAKMP payloads
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ISAKMP exchanges
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The IPsec dance on the wire (tcpdump)

Virtual Private Networks
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* %! 8 61 7
$2+ &% )>>
+ 3%S% #$% )>
06:52:00.852251 205.138.57.223.1147 > 192.31.96.188 .500: udp 300
06:52:02.791434 192.31.96.188.500 > 205.138.57.223. 1147: udp 244
06:52:02.791513 192.31.96.188.500 > 205.138.57.223. 1147: udp 244
06:52:05.081347 205.138.57.223.1147 > 192.31.96.188 .500: udp 48
06:52:05.083159 192.31.96.188.500 > 205.138.57.223. 1147: udp 404
06:52:05.083250 192.31.96.188.500 > 205.138.57.223. 1147: udp 404
06:52:05.226289 205.138.57.223.1147 > 192.31.96.188 .500: udp 180
06:52:05.237861 192.31.96.188.500 > 205.138.57.223. 1147: udp 164
06:52:05.237941 192.31.96.188.500 > 205.138.57.223. 1147: udp 164
06:53:40.553207 205.138.57.223 > 192.31.96.188: ip- proto-50 100
06:53:40.555380 192.31.96.188 > 205.138.57.223: proto-50 84 (DF)
06:53:40.555452 192.31.96.188 > 205.138.57.223: ip- proto-50 84 (DF)
06:53:40.648533 205.138.57.223 > 192.31.96.18 proto-50 76
06:53:40.679228 205.138.57.223 > 192.31.96.188: proto-50 148
06:53:40.713540 192.31.96.188 > 205.138.57.223: ip- proto-50 76 (DF)
06:53:40.713605 192.31.96.188 > 205.138.57.223: ip- proto-50 76 (DF)
CNS Lecture 13 - 32 (-
VPNs
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VPN example — remote user
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%%

maximum of
110 ms 20 ms 10 ms 10.118.32.1
210 ms 20 ms 20 ms 172.30.34.17
310 ms 20 ms 10 ms 172.30.34.58
410 ms 10 ms 21 ms 68.47.160.50
510 ms 20 ms 20 ms 12.118.120.101

VPN example

CIVINNT SyStema2>Uacert st csm ol gov
Tracing route to thistle.csm.ormlgov [160.91.212.74 Jovera
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610 ms 31 ms 20 ms thr2-p01390L atiga.p.att.net [

Before 730 ms 40 ms 40 ms 1212210138
840 ms 40 ms 50 ms tbr2-cl7.cgclp.attnet [12.1
After 940 ms 40 ms 50 ms gbr2-p40.cqel. ip.attnet [12.1
10 40 ms 40 ms 40 ms gr1-pa110.cqcilp.at et 12
1140 ms 41 ms 50 ms aads-att.es.net [198.124.216.21
12 40 ms 40 ms 40 ms chicrl-geO-chirtl.es.net [134.
13 90 ms 70 ms 60 ms acacrl-oc192-chicrl.es.net [13
1470 ms 80 ms 70 ms decrl-0c48-aoacrl. es.net [134,
15 80 ms 81 ms 80 ms atcrl-oc48-decrl. es.net [134,
16 90 ms 80 ms 91 ms orml-atcrl.es.net [134.55.208
17 100 ms 90 ms 90 ms orgwy.ornl.gov [192.31.96.225]
CAWINNTSystem32>tracert tistie.csm.ornlgov Tracin groute
10 thistle.csm.orl.gov [160.91.212.74] over a maxim umof 30
hops:
1120 ms 90 ms 100 ms ornlvpn.ens.oml.gov [192.31.9 6.190]
24+ Request timed out.
3100 ms 90 ms 90 ms swgecsb-1.ens orl.gov [160.91 02)
491 ms 50 ms 90 ms thistle.csm.ornl.gov [160.91.212 )

12.123.21.142]

22.10.45]
22.1154]
12355]

1
55.209.189]
4.55.200.58]
55.209.62]
55.209.66]
62]




VPN establishment on the wire (ethereal)
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OpenVPN vs IPsec VPNs
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wireless
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OpenVPN openvpn.net
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PPTP
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Wireless security
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Wireless ethernet security (802.11i)
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Cellular security
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Network security
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kerberos
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Setting up kerberos
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Kerberos components
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kerberos

Kerberos exchanges
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Authentication protocols
o' C#
o ? 1
- / G H
- #
. ?
- 8 6 7
- 6 Oo# 14%7
- 1 6 76 7
2 6 1 7
Harr
CNS Lecture 13 - 51
Kerberos session
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Kerberos credentials
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kerberizing
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Kerberos v4

. 1

. 8 #. &%

*2 /
6DD7

. ? &+ .3,

-%,3,
« *?2EE 6 8 #
. 6 7

srandom(time.tv_usec "~ time.tv_sec "
getpid() ~ gethostid() ~ counter++ )
key = random()
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T

SERVICES
kerberos 88udp  kdc
# Kerberos authentication-udp
kerberos 88fcp  kdo
# Kerberos authentication--tcp
Klogin 543tcy
# Kerberos authenticated rlogin
kshell

cmd
#and remote shell
kerberos-adm 749/tcp
# Kerberos 5 admin/changepw
kerberos-adm 749ludp

# Kerberos 5 admin/changepw
kerberos- sec  750/udp

# Kerberos authentication-udp
kerberos-  sec  750/tcp

# Kerberos authentication--tcp
kerberos_master  751/udp
# Kerberos authentication
kerberos_master  751/tcp
# Kerberos authentication
kib5_prop  754/tcp

# Kerberos slave propagation
kpop 1109/tcp
# Pop with Kerberos

eklogin 2105/tcp
# Kerberos encrypted rlogin
kib524

# Kerberos 5 to 4 ticket xlator

Kerberos v5

kerberos v5 random numbers

.28,
. 111

-$ 6
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¢ 1K

Kerberos cross-realm authentication

CNS Lecture 13 - 59

. &+
—*IAK 6J? / 1 7
- 6J2$%J 7
- 6 11 7
e 4
_ 1+,
C A28 )1 J1&+ 13,
. -* 282 &P N1 )1
-J 1 1 63 7
-) 1
. 6 7
°) Js
. ?
- 6& & && # %7
-1 # @
-2 ) "K)K>
CNS Lecture 13 - 56 w
v5 tickets
. 40404 W 8
6* 3 7
. 404 404 M a0
- 6J?BK 76)? 1 7
- 6 28,7
- 6 B #28&, $I*$& 7
CNS Lecture 13 - 58 %
Why not Kerberos?
.2 ¢
- 28,
. #
<6 ] 7
- A
. &+ %
. &R & 1 11

CNS Lecture 13 - 60

10



Other variations
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Secure operating systems
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features for security
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Trusted platform module (TPM)
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Secure OS design
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Access control
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TCB
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Secure OS’s
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UCLA secure UNIX (1979)
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TMACH
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TMACH security

63 % % 77
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Secure Linux Securing the Linux kernel
<000 [/ I+ ol G GSHH
- 6/ s 7 11 o# # #
-3 ' 6'7 ="' 6 7'+
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Example ACL Hardening linux
% * 60 0 7T
Subject /usr/shin/cupsd o { & "
/ h . o+ 14%
letc/cups/certs ok 1 .+
Jetc/cubs/certs/0  wed & 3 "0 D6 1%
Jetc/group r . o' / / 6 7
-CAP_ALL +CAP_CHOWN +CAP_DAC_OVERRIDE o' 3%0 ox
bind disabled -0 ) °$
connect disabled . .+
} . o'y
N Y
., 1
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OpenBSD
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Security validation (assurance)
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DoD certification (historical)
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Covert chanmels aings
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Orange book shortcomings

UK’s itsec
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NT got a C2 rating ('96)
BUT
epoxy-shut floppy
no network
Compaq 386
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Common Criteria (ISO 15408 '99)
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UPERTINO, Calif. - May 21, 2002 - Symantec Ga4Q(SXSIC), the world leader in Interet siayiannounced {ha
Symantec Enterprise Firewall 7.0 has been awardedl Citeria Evaluation Assurance Level defEifidation. This
prestigious assures. Firewall has gone testing process
ind conforms to standards sanctioned by o
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CC assurance requirements
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CC functions requirements
TOE - target of evaluation
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FIPS 140-1
' 6 # AA # # 7 7
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The problem of establishing that a programicapplic@® meets any particular
security requirement is known to be fundannsofatjple!
CNS Lecture 13 - 90 Iﬂ'

15



Next time ...

Writing secure code
Crypto API's

Secure applications
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