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You are here ...

The mathematics of cryptography

Finite (discrete) mathematics
*Modular arithmetic (shift ciphers, polyaltidibittier)
*Primes and prime factors, greatest commoiBtviateger libraries
sLinear transforms (row/column transpositaregkiea)
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«Exponentiation/discrete logs (D-H, RSA)
«Polynomial arithmetic (CRC, AES, LFSR, ECC)
«Elliptic curves (ECC)
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Number theory
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Modular arithmetic

CNS Lecture 8 - 9

. A 4
P85S <22 < U
. 4= 6 & >
- 4 4 D44
- 4 ;o4
. ? 24&;2
. ? 28:24: @@ &
CNS Lecture 8 - 7 (-
Euler’s totient
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Euclid’s algorithm

gcd(124,16) = gcd(16, 124 mod 16)
124 mod 16 = 12
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16 mod 12 =4
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multiplication
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Crypto Toolkit
secret-key crypto
public-key crypto
big-number math
random numbers
prime numbers
hash functions
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Primality testing  “ #

Finding a prime
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Problems with symmetric key crypto
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generators  primitive roots
If p is prime, then g is a generatgr, fibriZ
generates all the members. (@ Zi  f(p) -1)
There aré(f (p)) generators.
Guess and test to find them.

a =6 is a generator fgr Z

i 01234567891011
6 mod13 161089 212735411

CNS Lecture 8 - 15 L=
Primitive roots/generators
<0 .$A
-G fif A ;3@ :B
-) %. <. $&. $<. $C. $2
—K X
61.37
CNS Lecture 8 - 17 w

D-H examples

c 38 %

. ,;C.L B

e O;%Cc $%$;2

‘L P;%B $$;A

., 2 A3

« PP $$;A ©;B2B$ ;2

UNIX example witie using
p=97 g=5 a=36 b=58
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D-H uses
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discrete logs
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EKE (mutual authentication)
«Alice and Bob share password S
«Alice calculates X, sends X encrypted with
*Bob calculates Y, receives X, decrypts with ,
and calculates K
*Bob sends Y encrypted with S and a challer
R encrypted with K
«Alice decrypts Y, calculates K, decrypts
challenge R
«Alice generates challenge T and sends R al
encrypted with K
*Bob decrypts challenges, and sends back T|
encrypted with K

SPEKE- licensed, mutual authenticatig
shared password S, huge prime p wh
(p-1)/2 also prime

«Alice sends Ax8&od p
*Bob sends BX8od p
each calculate K2AB*
*Bob sends hash(hash(K))
+Alice sends hash(K)
«each verify hashes

Implementing D-H
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Crypto Toolkit

random numbers
prime numbers
hash functions

secret-key crypto
public-key crypto
big-number math
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BIG integer arithmetic
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BIG integer software

UNIX bc command

erl
use Math::Bigint;

= Math::BigInt->new("4324567832342");

c
print c;

C+
#include <Integer.h>

Integer bigi, bigj, bigmod;
bigi = (bigj*big)9sbigmod +55;
cout << bigi;

Java
import java.math.Biginteger;
Biginteger includes mod exponentiation
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DHTest.java

import java.io.*;
import java.security.*;
import javamath.Biginteger;

public class DHTest {
public static void main(String[] args) throws I0Exc eption {
Biginteger prime,generator, sharedsecret, mysecret,
mypublic, hispublic, hissecret;

generat

= Biginteger.valueOf(3L);

prime = new
Biginteqer(10600793837847095802437519476711009735
9310577396

8064140866308335195856484766623980344

474102435015708190171045606785356230810044  2172042010936265027024041 691055249770

04502117530815851356942501
447475498685844537943400748484227570055775161033105

mysecret = new Biginteger(1024, new SecureRandom();
mysecret = mysecret.mod(prime);
mypublic = generator.modPow(mysecret,prime);

hissecret = new Biglnteger(1024, new SecureRandom() ;
hissecret = hissecret.mod(prime);
hispublic = generator.modPow(hissecret,prime);

= hispublic. prime);
System.out.printin("secret " + sharedsecret.toString 0
= mypubli prime)
System.out.printin("secret " + sharedsecret.toString o)
}

4317265969515883790351094 g%g%g)§99367927109350933&11222002873

BIG integer software (C)

7+D 0
#include "gmp.h"

mpz_t X,y,z;

void mpz_init (mpz_t integer)

void mpz_set_ui (mpz_t rop, unsigned long int op)

int mpz_set_str (mpz_t rop, char *str, int base)

void mpz_powm (mpz_t rop, mpz_t base, mpz_t exp, mpz_t m
void mpz_random (mpz_t rop, mp_size_t max_size)

char * mpz_get_str (char *str, int base, mpz_t op)

H
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Diffie Hellman example (OpenSSL lib)

I*gcc -o dhtest dhtest.c -Issl */

#include <stdio.h>

#include <openssl/bn.h>

/*1024 bits modulus */

char *defaultmodulostring ="\
96F5D737535D8BC982698A80ABI1DAE28E84E2982071998880C 736B5\
695AF14D015401A942186B865496ECBECAFE964A5E70B7031F5 756CO\
60AD53528687F4FBFF059150D529638C11FA6FAB6A58785DBD6 2D73D\
1001014BE3EAS3E97D43944F1EF83885196ESBCDD4098744B76 73B54\
BA2EB1FDB29ED2C3BA3AD8644FAFFOSF",

main()
{
BIGNUM *mod, *three, *sharedsecret, *mysecret, *myp ublic, *hispublic,
*hissecret;
BN_CTX *ctx;

char *p;

mod = BN_new();

three = BN_new();
sharedsecret = BN_new();
mysecret = BN_new();
mypublic = BN_new();
hispublic = BN_new();
hissecret = BN_new();

ctx = BN_CTX_new();

CNS Lecture 8 - 29

CNS Lecture 8- 26 Br
OpenSSL’s Big Number API
#include <openssl/bn.h>
BIGNUM *BN_new(void);
int BN_add(BIGNUM *r, const BIGNUM *a, const BIGNUM * b);
int BN_sub(BIGNUM *r, const BIGNUM *a, const BIGNUM * b);
int BN_mul(BIGNUM *r, BIGNUM *a, BIGNUM *b, BN_CTX *c tx);
int BN_mod_mul(BIGNUM *ret, BIGNUM *a, BIGNUM *b, con st
BIGNUM *m, BN_CTX *ctx);
int BN_rand(BIGNUM *rnd, int bits, int top, int bottom);
BIGNUM *BNW?enerate prime(BIGNUM “*ret, int bits,int .
safe,BIGNUM *add, BIGNUM *rem, void (*callback)(int, int,
void *), void *cb_arg);
BN_hex2bn() BN_bn2hex()
*(
EEg
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BN_set_word(three,3);
BN_hex2bn(&mod,defaultmodulostring);
BN_print_fp(stdout,mod); printf("\n");
BN_rand(mysecret,1024,1,1);
BN_nnmod(mysecret,mysecret,mod,ctx);
BN_mod_exp(mypublic,three,mysecret,mod,ctx);
BN_rand(hissecret,1024,1,1);
BN_nnmod(hissecret,hissecret,mod,ctx);
BN_mod_exp(hispublic,three, hissecret,mod,ctx);
BN_mod_exp(sharedsecret,mypublic,hissecret,mod,ctx) H
printf(*his key\n");
BN_print_fp(stdout,sharedsecret); printf("\n");
BN_mod_exp(sharedsecret,hispublic,mysecret,mod,ctx) H
p= BN_bn2hex(sharedsecret);
printf(“my key\n %s \n",p);
OPENSSL_free(p);
See ~dunigan/cns06/dhtest.c
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Diffie-Hellman '76 paper

- 8 3
3 R B
- D 3
- 6
- 66
. 6 & 6 6
P; O o
o; ep P
0; &P P

CNS Lecture 8 - 31

Public key secrecy

Note that you have Alice’s public key, so you can make whthoten
plain-text attacks to guess private key.

Or steal private key file and do dictionary attack on thptpase used to
encrypt the private key file.
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Public key: sign and encrypt

Public key can be published (emailed, LDAP, web pagey, solve
symmetric key distribution problem!
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Public key crypto
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Public key authentication

Sign with your private key, verified by reteiyenmpublic key
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Public key crypto applications

R

Strength
Factoring
Eliptics
Discrete log
Discrete log
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Digital signatures
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Digital signatures
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RSA algorithm
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RSA details
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RSA examples
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RSA software
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- secret-key crypto

- 6l public-key crypto
- big-number math
- random numbers

. prime numbers
- <.2.E.$ hash functions
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RSATest.java

import java.io.*;
import java.security.;
import java math.Biginteger;

public class RSATest {
public static void main(String[] args) throws IOExc eption {
Biginteger n.d.em,cml;

/ltsa pub (e) and private (d) keys mod n

n = new Bigintegerf

“12467&9939171Zq:uga995933478195353007977523029551359 0833332205993261431214145017901246238
895519988180024789662211326063630595211864218422061  0072971688712560157547953370625529343
803144523567196639119709415886884941439258168390537  1530307896151726649818252362048413805
6115643133052630577199833387088308265430407691");

e = Biginteger.valueOf(37L);

d = new

Bi Inleger{‘151636613316362866178981491565256583510 4152242736510135121424242368758009871
839339481283864432288675977171567435046719831563387  5377916196608995601619477080259016270
150094279303456010961499711962504117011699430969646 810687936076 7967276183442800667287336
900102909953924400621287731220066980907736758683245  10565");

m =new BigInteger(1024, new SecureRandom());
m = m.mod(n);
¢ =m.modPow(e,n);

mi = c.modPow(d,n);

System.out.printin("msg m " + m.toString());

System.out.printin('msg m1 " + mL.toString();
}

Bamw
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OpenSSL RSA
G )'
struct RSA
{
BIGNUM *n; /I public modulus
BIGNUM *e; Il public exponent
BIGNUM *d; /I private exponent
BIGNUM *p; 1l secret prime factor
BIGNUM *q; 1l secret prime factor
BIGNUM *dmp1; /1 d mod (p-1)
BIGNUM *dmq1; //d mod (g-1)
BIGNUM *igmp; 11g™-1 mod p
...
b
. )'
66 ) genrsa —des3 —out ca.key 1024
66 8 8
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RSA in perl

WARNING -- THIS LABEL IS CLASSIFIED AS A MUNITION
RSA IN THREE LINES OF PERL
HAVE YOU EXPORTED A CRYPTO SYSTEM TODAY? --> http:/__ fwww. ~adam/rsa/

g -RSA-in-3-lines-PERL
16doSw 2+40i0Sd*-"1[d2%
[\Wilg,print pack(H*

0 [-d] knin")&~1)/2)

5 .
($k $n)=@ARGV:$m=unpack(H.$w,5m."0"x$w) $_="echo "
Sa2ld0<X+d"Lal=2\U$n%0]SXSK [SmH\EszIXx++p|dc” s/

$_)while read(STDIN,$m, ($w=2*3d-1+length($n||die"$

TRY: echo squeamish ossifrage | rsa -e 3 7537d365 | r sa -d 4e243e33 7537d365
FEDERAL LAW PROHIBITS TRANSFER OF THIS LABEL TO FOR EIGNERS
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RSA with OpenSSL API

#include <stdio.h>
#include <opensslirsa.h>
#include <openssl/objects.h>

static const unsigned char tmp16[16]=
{0x12,0x34,0x56,0x78,0x9a,0xbc, Oxde, 0xf0,
0x34,0x56,0x78,0x9a,0xbc,0xde,0xf0,0x12};

main()
{
RSA *rsa;
int res,Ith;
char *to, buff[4096];
rsa = RSA_generate_key(1024,RSA_3,NULL,NULL);
to = malloc(RSA_size(rsa));
Ith = RSA_public_encrypt(sizeof(tmp16),tmp16,to,rsa, RSA_PKCS1_PADDING);
printf(‘lth %d\n" lth);
Ith = RSA_private_decrypt(lth,to,buff,rsa,RSA_PKCS1_ PADDING);
printf("Ith %d %d\n",Ith,memcmp(buff,tmp16,sizeof(tm p16)));
RSA_sign(NID_md5,tmp16,sizeof(tmp16),to,&lth,rsa);
printf("Iith %d\n" Ith);
res=RSA_verify(NID_md5,tmp16,sizeof(tmp16),to,Ith,r sa);
printf("res %d\n",res);
}
Bawy
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RSA performance
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RSA optimizations
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Number theory — hard problems
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RSA strength
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Chinese Remainder Theorem (CRT)

Allows us to manipulate BIG numbers in terms of tuples of smoatieers ( faster).
Handy in RSA with private key calculations where we know @ and

R y B
S fK:F® Sy ® F &1 FSg s Ss
&
$ F
i aad ss
Example : calculate (678 + 973) mod 1813 using CRT
n= n=1813 = 37*49 p=37 =49 (p and q just need to be relativel
p’r)lslne for CRT to work) P a ® a v
973 mod 1813 equivalent to (973 mod 37, 973 mod 49) =(11,42)
678 mod 1813 equivalent to (678 mod 37, 678 mod 49) = (12,41)
So: (11,42) + (12,41) = (23,34)
To verify, convert back, need (multiplicative inver se)

u=p * modq=234 andv=q 1 modp=4
(a,b) = (aug +bvp ) modn
(23,34) =(23*34*49 + 34*4*37 ) mod 1813

= (245 + 1406) mod 1813

=1651

«finding factors of n, or comgftizgor finding d

C

*6 $6 # 66 ‘
" 663

-guegﬁs
«off-line dictionary attacks (steal your gexsiteyour passphrase)
*keyboard/net sniffer
erubber-hose
«brute force
easy to generate messages with someone's ptitio kgydifferent d to get back plain text
ssome other way ? new math?

crypto-card best protection (USB, PCMCIA, $martcard
keys and crypto software on the card
do sign/encrypt via card API
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Timing attacks

The RSA API's usually pad the message beforegetwcrgptiomize the
ciphertext and limit chosen-cipher text attack&Esgeand PKCS standards.
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ElGamal example

Using be, given p = 2357, g=2, B's private key = 1 X

2/1751%2357 ~ox
1185  B's public key Yg= g% mod p

want to encrypt m=2035 using random k=1520
2M520%2357
1430 C ,=g *

2035*1185"1520%2357 m *y & mod p
697 C ,

send 1430697 (C , C, ciphertext)

B decrypts, p-1-1751 = 605

14307605%2357
872 C,%; mod p
697°872%2357 Y 3
2035 m

" ' ' -I0' $@B. $AAC
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DSA details
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ElGamal signatures

YIS = g gk
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DSA algorithm

publicp, g, 9,y

generate prime p (512-1024 bits)
find q a prime factor of p-1 (160 bits)

findg=h ®  mod p where h<pand h ®
U4 mod p>1
Generate random x, publish y=g * mod p

private: x < q (160 bits)

signing _ (signature (r,s))
generate random k <q (secret)
r=(g * mod p)mod q
s=(k - (H(m)+xn)mod q

verifying (OKifv=r)
w=s 1 mod
a=(H(m)w) mod q
b=(rw)mod q
v=(@ °y")mod p)mod q

verifies hash H(m) - doesn't recover hash
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RSA vs DSA signatures
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DSA performance
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Time-stamp services
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example
pgp -sha tst.c
verify: pgp tst.c.asc

mail pgp@stamper.itconsult.co.uk < tst.c.asc

HH

Version: 2.6.3i
Comment: Stamper Reference Id: 0028848

IQEVAGUAOMPQCAGVnbVwth+BAQFOMTGANL 1Jvm9 Th54VRS6RK6rs1ugakeEO
OET6S7/cVAZ2I2xKdrtrFenv2hksM1SHIKVFSYCEChwaQaLjVHe  7fgvAg+/y9vsM
QUBL+VIQL  EfzwT+VkmuwRQ
bZOgphYKjx0geD//02zBu2JQTFatb7TCANEhGCEHDSXXMFCmcyl MOneC9veWmUOi
QmHiyBC) OJXACHT] knuNwdhlyL WHNO103E
=KyBO

ND PGP MESSAGE

pgp tstcasc  (verify)

File has signature. Public key is required to chec k signature. .

Good signature from user “Timestamp Service <stampe r@itconsult.co.uk>".
Signature made 2000/03/06 15:35 GMT

File has signature. Public key is required to chec k signature.

File 'tst.c.01" has signature, but with no text.
Textis assumed to be in file 'tst.c.

Good signature from user “Tom Dunigan <thd@ornl.gov>
Signature made 2000/03/06 15:11 GMT
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Digital notary
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Next time ...

ECC
PKCS
ssh and pgp
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